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External Expert- Patrick Bourk

Patrick Bourk, B.A., LL.B., Cyber COPE® Insurance Certifications™
Specialty Insurance Consulting

Mobile: 416.302.0886

Email: patrickbourkO@gmail.com

e In 2007 cyber liability insurance was almost unknown in Canada. After negotiating my first insurance placement for a client it was
my belief that data protection and network security would become a growing area of risk for companies. | became a cyber insurance
devotee and am now proud to be a thought leader in the cyber insurance and cyber risk field.

¢ Asaformerinsurance coverage lawyer and specialty insurance broker for the past 20+ years, | have developed a strong and
supportive network of cyber specialists in the insurance, legal, incident response and consulting communities.

¢ Recent positions that | have held include:
e Equifax, SVP of the Global Breach Services Practice
e HUB Insurance Brokers, SVP National Cyber Practice Leader
¢ Integro Insurance Brokers, Partner and Management Risk Practice Leader
e Travelers Insurance Company of Canada, Senior Claims Specialist and Coverage Counsel

e | have been involved in: advising insurance companies on their cyber policy wordings and products; connecting breach coach lawyers
and IT incident response firms with insurance claims departments; placing insurance coverage and counselling all sizes of companies
and professional firms on their cyber insurance needs as well as their pre- and post-breach preparedness.

e |lam afrequent speaker at conferences and symposiums focusing on cybersecurity topics both in Canada and the U.S. and I am a
member of the NetDiligence Summit Advisory Council.

e |am proud to hold a Cyber COPE Insurance Certificate designation after completing an executive certification in Cybersecurity
through Heinz College of Carnegie Mellon University. | am currently a Faculty Advisor to the Program and lecture on cyber insurance
for the Heinz College Executive Education, Chief Risk Officer Program.

e |currently offer independent insurance consulting services and | am a consultant for the Insurance Training Center, a global provider
of online professional and management liability insurance courses.



External Expert- Jason Kotler

ABOUT CYPFER | President’s Bio @

» Jason S.T.Kotler, BA, JD, MBA, CMC - Jason has significant global experience founding, operating and

m advising to companies and leading strategic corporate cybersecurity and privacy law initiatives.

*  He has held Founder/CXO/Board, Private Equity, Investor and Management Consultant roles in the

Cybersecurity, IOT/IIOT, CleanTech, Renewable Energy, Technology and Medical Devices industries.

e Prior to founding CYPFER, was Chief Administrative Officer, Waterton Global Resource Management Private
Equity Fund ($2.5B AUM), a Technology Startup Founder / Professional, a Senior Strategy & Transformation
Consultant with Capgemini and he practiced Privacy, IP, Technology and Corporate Commercial law with
McMillan LLP.

» Jason is a former Board Member of The Atmospheric Fund and is a member of its Investment Committee
($100M AUM).

Recovering Lawyer, circa 2002

» Jason is a member of the Law Society of Ontario, holds an MBA (Deans Honours) from the Richard Ivey
School of Business, a JD from Osgoode Hall Law School, a Bachelor of Art, Visual Arts (with Distinction) from

Western University, and is a Certified Management Consultant (CMC).
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Cyberattacks: On the Rise

Toronto

Data breach at Toronto health network possibly
exposed patient information, OHIP numbers

f (@) in

Leak affects patients at Scarborough Health Network hospitals prior to Feb. 1

CBC News - Posted: May 25, 2022 1:26 PM EDT | Last Updated: May 25, 2022

TECHNOLOGY > CYBERSECURITY | april12, 2022

Panasonic confirms cyberattack
after Conti leaks data

Electronics giant Panasonic has confirmed that is systems were breached
in February after ransomware group Conti leaked files online.

s ¢
Indigo website still down and company likely losing
‘millions’ after cybersecurity attack last week

Cyber incident on Feb. 8 impacted website and electronic payment system, but stores remain open and company says it is working with experts to
investigate and resolve.

By Clarrie Feinstein Business Reporter
Wed., Feb. 15,2023 & 4 min. read

Canadian Telecom Firm Telus Reportedly
Investigating Breach

A threat actor has leaked data — purportedly, samples of Telus employee payroll data and source

code — on a hacker site

Jai Vijayan
Contributing Writer, Dark Reading February 24, 2023

CANADA

Global Affairs Canada suffers ‘cyber attack’ amid
Russia-Ukraine tensions: sources

By Alex Boutilier & Mercedes Stephenson * Global News
Posted January 24, 2022 11:45 am - Updated January 24, 2022 9:11 pm

HEALTH

SickKids reports cybersecurity incident, affecting
some phone lines and web pages

By Staff + The Canadian Press
Posted December 20, 2022 9:16 am - Updated December 20, 2022 1:56 pm



NetDiligence Cyber Claims Study 2022

Average Incident Cost - Canada
All Revenue Sizes
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Cyber Resilience: A Multifaceted Plan

Cyber Insurance

Cyber Incident Response Plan
(IRP)

Written Information Security
Program (WISP)*

*Mandatory for public companies and companies In the financial services, health care and
telecommunications sectors



Cyber Insurance and the State of
the Market

Patrick Bourk, B.A., LL.B.

Specialty Insurance Consulting
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The State of the Market
Risks and Challenges
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CYBER RISK IS EVERYWHERE - RECENT 5 YEAR ACTIVITY

Ransomware attacks continue to impact organizations of all size and scope
86% of ransomware attacks involved the threat to leak exfiltrated data (as of Q2 2022)*

24 was the average days of downtime for an organization suffering a ransomware attack (as of Q2 2022)*
2022-2023 Ransomware Headlines:

Chick-fil-A: (Dec. 2022 - Feb. 2023) 71,000 individuals affected
Sobeys: (Nov. 2022 - Feb. 2023) $25M+ expected cost

Indigo: (Feb 2023) TBD

LCBO: (Jan 2023) TBD

2019

400% was the percentage increase in the loss ration in 2020 over
2019 for cyber insurers regulated by OSFI**

2021




WHO IS AT RISK?

Common Industries Targeted by Ransomware Q4 2022

Utilities Automobile
4.0% 1.6%
Transportation Consumer Services
2.4% 6.5%
Technology Hardwar... Financial Services
7.3% 7.3%
) Food & Staples Reta...
Software Services 2.4%
12.1%
Healthcare
11.3%
Retailing
5.6%
Insurance
Real Estate
2.4% 4.0%
Materials
Public Sector 8.1%
12.9% Professional Services
10.5%

O coveware

Source: Coveware




ANNUAL REPORTS FROM NOTED SOURCES
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NETWORK SECURITY & PRIVACY LIABILITY INSURANCE

To what extent do traditional insurance policies respond to breaches?

Common insurance policies purchased by most enterprises that may or may not respond
to network security or privacy breach situations:

General Liability

Business Interruption

Fidelity (Crime)

Directors’ & Officers’ Liability
Fiduciary Liability

o O O O o

Third party insurance coverage versus first party direct loss coverage

Pros and Cons of adding Cyber coverage to traditional insurance policies by way of endorsement




EXAMPLE OF HOW TRADITIONAL INSURANCE POLICIES RESPOND TO BREACHES

LawPRO “Limited Cyber Crime” Coverage
o 37 party coverage only

o As a direct consequence of the performance
of Professional Service

o $250,000 sublimit




NETWORK SECURITY & PRIVACY LIABILITY INSURANCE

Privacy Liability:

Covers loss arising out of the organization’s failure to protect sensitive personal or corporate information
in any format. Can also be enhanced to provide coverage for regulatory proceedings brought by

a government agency alleging the violation of any federal, state, or foreign identity theft or privacy
protection legislation.

Network Security Liability:

Covers any liability of the organization arising out of the failure of network security,
including unauthorized access or unauthorized use of corporate systems, a Denial-of-Service attack,
or transmission of malicious code.

Internet Media Liability:

Covers infringement of copyright or trademark, invasion of privacy, libel, slander, plagiarism,
or negligence by the organization from the content on its’ internet website



NETWORK SECURITY & PRIVACY LIABILITY INSURANCE: FIRST PARTY EXPENSES

Data Breach Expenses
0 Legal Expenses: Coverage to retain “breach coach” lawyer to manage a breach incident

0 Forensic Expenses: Coverage to retain third party computer forensics services to determine
the scope of a Network Security failure

o Notification Expenses: Coverage to notify customers of sensitive personal information breach

o  Crisis Management Expenses: Coverage to obtain legal, public relations or crisis
management services

o  Credit Monitoring Expenses: Covers the cost of credit monitoring, credit freezing or fraud
alert services

Network Extortion: Covers extortion monies and associated expenses arising out of a criminal threat
to release sensitive information or bring down a network unless consideration is made.

Digital Asset Loss: Covers costs incurred to replace, restore or recollect data which has been corrupted
or destroyed as a result of a network security failure.

Business Interruption Loss: Covers loss of income and extra expense arising out of the interruption
of network service due to an attack on the insured’s network.
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Claims

a

Overall claims
frequency and
severity remains
high

Insureds taking a
“DIY” approach to
incident response is
having

a devastating effect.

Premium &
Retentions

o)

Pricing increases are
relative. Depending
on specific factors
you should expect
anywhere from 30%
to 400% increases

Retentions on
renewals are at
least double

It’s not about cost,
it is about coverage!

The 5 “Levers” of the Cyber Insurance Ma

Capacity &
Attachments

0

=]

Insurers are reluctant
to provide more than
S5M limits

Excess is preferred
over primary and
attachment points
are very high

Underwriters have
met budgets for 2021
and it is safer to “put
pens down” rather
than risk deploying
capacity

“Inverted” towers
and “By Part Pricing”
are becoming
common

Coverage

Underwriting

Terms

crutiny

o Serious restriction

Underwriters will

insure only ‘Best in

Class’ risks

Sub-limits and
co-insurance clauses

Full Applications

nd Supplemental

are more common

ansomware

Applications

Targeted coverage

are mandatory

exclusions includin
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to SolarWinds,

se scanning

MS Exchange Server,
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poor patch
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management, lack o
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EXPECT A RIGOROUS UNDERWRITING PROCESS

Discussions regarding network security posture will be key. Without strong responses to the following types
of questions the availability of coverage (or insurability) may be in doubt:

1. Is multi-factor authentication (MFA) implemented for remote network access, e-mail systems,
and privileged accounts?

2. Are all remote desktop protocol (RDP) ports closed or placed behind a VPN that is protected by MFA?
3. s privileged account access limited to those who need access?

Do you use at least one e-mail filtration solution, such as, Sender Policy Framework (SPF),
DomainKeys Identified Mail (DKIM), or Domain-based Message Authentication,
Reporting & Conformance (DMARC)?

Do you use a next-gen antivirus solution?
Do you use an endpoint detection and response (EDR) solution?
Is at least one copy of backups stored off-site or in the cloud?

Do you have an Incident Response Plan, and do you test it with Tabletop Exercises?

¥ 2 N oW

Do you have a comprehensive employee cybersecurity hygiene training regime?




PREPARATION FOR PLACEMENTS AND RENEWALS

Tell all your friends
o  Know your risk profile and how the market is changing

Start as soon as possible

o Placements and renewals will take more time

o Expect a fulsome application and supplemental questionnaires
o Network security weaknesses will be punished!

Scrutiny is yearlong and loss prevention is becoming key
o Insurers are relying on scanning technologies

o Employee Hygiene Training

o Pen Testing

o Incident Response Planning and Tabletop Exercises
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PRE-BREACH PREPAREDNESS

s ime for INCident Response Planning

= What is a Cyber Incident Response Plan?

» A comprehensive plan for addressing network security and/or privacy liability threats and attacks.
The plan provides a kind of roadmap or “playbook” with guidance on steps to be taken (i.e. who to
call, what to do, when to do it, etc.) and how best to document them from the time of the
suspected breach to post-incident response closure

Source: https://phoenixnap.com




Cyber-Extortion & Ransomware
Investigations, Negotiations &
Settlements

Jason Kotler, BA, JD, MBA, CMC
President, CYPFER



CYPFER | Cyber-Extortion Advisory LT

» CYPFER Corp. ("CYPFER") is a global, market-leading Cybersecurity
Advisory firm, based in Toronto, Canada, with technical expertise in

CY PF E R cybersecurity breaches and cyber-attacks, cyber-extortion and

ransomware investigations, negotiations, cryptocurrency sourcing and

settlements, emergency cyber-attack incident first-response, and post-
Website: www.CYPFER.com breach recovery and remediation.

HQ: Toronto, Ontario, Canada *  With over 4,000 Ransomware Matters Negotiated, our Team comprises
of leaders from the IT Security, Legal, Forensics, Law Enforcement,
Finance, Technology and Operations fields, and has worked for both
public and private companies, at various growth stages, across diverse
industries

Founded: October 2019

» CYPFER's seasoned and expert ER Team is razor-focused on helping
organizations of all sizes and targeted high-profile individuals respond
and recover from Cyber-Attacks and Cyber-Extortion. o EMERG S

fofu{olRERR]AlNS |0 SR
* We specialize in conducting complex threat intelligence operations
e o nTorekan=0in-okd and engagement with cyber-attackers (“Threat Actors”), including CYPFER
investigations, communications, negotiations and where required, v
cyber-settlements, in response to cyber-attacks, cyber-extortion, and REspons?,

ransomware incidents.

Associate Partner:

www.CYPFER.com 26
CONFIDENTIAL & PROPRIETARY, CYPFER
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RANSOMWARE | Ransom Note, Chat Room Examples ‘{‘gﬁER

*LockBit 3.0 Note - Notepad -

File  Edit  View B

~n~n LockBit 3.8 the world's fastest and most stable ransomware from 2619~
»>>>>> Your data is stolen and encrypted. N
If you don't pay the ransom, the data will be published on our TOR darknet sites. Keep in mind that once your data appears on our leak site, it could be bought by your competitors at any second, so don't
hesitate for a long time. The sooner you pay the ransom, the sooner your company will be safe.
Tor Browser Links:

>»>>>> What guarantee is there that we won't cheat you?

We are the oldest ransomware affiliate program on the planet, nothing is more important than our reputation. We are not a politically motivated group and we want nothing more than money. If you pay, we
will provide you with decryption software and destroy the stolen data. After you pay the ransom, you will quickly make even more money. Treat this situation simply as a paid training for your system
administrators, because it is due to your corporate network not being properly configured that we were able to attack you. Our pentest serwvices should be paid just like you pay the salaries of your system
administrators. Get over it and pay for it. If we don't give you a decryptor or delete your data after you pay, no one will pay us in the future. You can get more information about us on Ilon Musk's
Twitter https://twitter.com/hashtag/lockbit?f=1ive

»>>>>> You need to contact us and decrypt one file for free on TOR darknet sites with your personal ID

Download and install Tor Browser https://www.torproject.org/

Write to the chat room and wait for an answer, we'll guarantee a response from you. If you need a unique ID for correspondence with us that no one will know about, tell it in the chat, we will generate a
secret chat for you and give you his ID via private one-time memos service, no one can find out this ID but you. Sometimes you will have to wait some time for our reply, this is because we have a lot of
work and we attack hundreds of companies around the world.

Tor Browser Links for chat:

2000CA0OCOCOOCOCINOCO0L
3333333333533 35 5335333353533 303055535 3555555
»>>>>> Your personal ID: <<

B S SRR PR SRR PR o e PR R oS S

»>»»>> Warning! Do not delete or modify encrypted files, it will lead to problems with decryption of files!

»»>»>> Don't go to the police or the FBI for help and don't tell anyone that we attacked you.

They won't help and will only make things worse for you. In 3 years not a single member of our group has been caught by the police, we are top notch hackers and we never leave a trail of crime. The police
will try to prohibit you from paying the ransom in any way. The first thing they will tell you is that there is no guarantee to decrypt your files and remove stolen files, this is not true, we can do a
test decryption before paying and your data will be guaranteed to be removed because it is a matter of our reputation, we make hundreds of millions of dollars and are not going to lose our revenue because
of your files. It is very beneficial for the police and FBI to let everyone on the planet know about your data leak because then your state will get the fines budgeted for you due to GDPR and other similar
laws. The fines will be used to fund the police and the FBI, they will eat more sweet coffee donuts and get fatter and fatter. The police and the FBI don't care what losses you suffer as a result of our
attack, and we will help you get rid of all your problems for a modest sum of money. Along with this you should know that it is not necessarily your company that has to pay the ransom and not necessarily
from your bank account, it can be done by an unidentified person, such as any philanthropist who loves your company, for example, Elon Musk, so the police will not do anything to you if someone pays the
ransom for you. If you're worried that someone will trace your bank transfers, you can easily buy cryptocurrency for cash, thus leaving no digital trail that someone from your company paid our ransom. The
police and FBI will not be able to stop lawsuits from your customers for leaking personal and private information. The police and FBI will not protect you from repeated attacks. Paying the ransom to us is
much cheaper and more profitable than paying fines and legal fees.

»>»>> What are the dangers of leaking your company's data.

First of all, you will receive fines from the government such as the GDRP and many others, you can be sued by customers of your firm for leaking information that was confidential. Your leaked data will be
used by all the hackers on the planet for various unpleasant things. For example, social engineering, your employees' personal data can be used to re-infiltrate your company. Bank details and passports can
be used to create bank accounts and online wallets through which criminal money will be laundered. On another wvacation trip, you will have to explain to the FBI where you got millions of dollars worth of
stolen cryptocurrency transferred through your accounts on cryptocurrency exchanges. Your personal information could be used to make loans or buy appliances. You would later have to prove in court that it
wasn't you who took out the loan and pay off someone else’s loan. Your competitors may use the stolen information to steal technology or to improve their processes, your working methods, suppliers,
investors, sponsors, employees, it will all be in the public domain. You won't be happy if your competitors lure your employees to other firms offering better wages, will you? Your competitors will use
your information against you. For example, lock for tax violations in the financial documents or any other violations, so you have to close your firm. According to statistics, twe thirds of small and
medium-sized companies close within half a year after a data breach. You will have to find and fix the vulnerabilities in your network, work with the customers affected by data leaks. All of these are very
costly procedures that can exceed the cost of a ransomware buyout by a factor of hundreds. It's much easier, cheaper and faster to pay us the ransom. Well and most importantly, you will suffer a
reputational loss, you have been building your company for many years, and now your reputation will be destroyed.

Read more about the GDRP legislation::

https://en.wuikipedia.org/wiki/General_Data_Protection_Regulation

https://gdpr.eu/what-is-gdpr/

https://gdpr-info.eu/

»>»>»>>> Don't go to recovery companies, they are essentially just middlemen who will make money off you and cheat you.

We are well aware of cases where recovery companies tell you that the ransom price is 5 million dollars, but in fact they secretly negotiate with us for 1 million dollars, so they earn 4 million dollars
from you. If you approached us directly without intermediaries you would pay 5 times less, that is 1 million dollars.

»»>»> Very important! For those who have cyber insurance against ransomware attacks.

Insurance companies require you to keep your insurance information secret, this is to never pay the maximum amount specified in the contract or to pay nothing at all, disrupting negotiations. The insurance
company will try to derail negotiations in any way they can so that they can later argue that you will be denied coverage because your insurance does not cover the ransom amount. For example your company
is insured for 18 million dollars, while negotiating with your insurance agent about the ransom he will offer us the lowest possible amount, for example 10@ thousand dollars, we will refuse the paltry
amount and ask for example the amount of 15 million dollars, the insurance agent will never offer us the top threshold of your insurance of 18 million dollars. He will do anything to derail negotiations
and refuse to pay us out completely and leave you alone with your problem. If you told us anonymously that your company was insured for $1@ million and other important details regarding insurance coverage,
we would not demand more than $1@ million in correspondence with the insurance agent. That way you would have avoided a leak and decrypted your information. But since the sneaky insurance agent purposely
negotiates so as not to pay for the insurance claim, only the insurance company wins in this situation. Te avoid all this and get the money on the insurance, be sure to inform us anonymously about the
availability and terms of insurance coverage, it benefits both you and us, but it does not benefit the insurance company. Poor multimillionaire insurers will not starve and will not become poorer from the
payment of the maximum amount specified in the contract, because everyone knows that the contract is more expensive than money, so let them fulfill the conditions prescribed in your insurance contract,
thanks to our interaction.

»»>»>> If you do not pay the ransom, we will attack your company again in the future.

Ln 14, Col 57 00% Windows (CRLF) UTF-8
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CYBER-EXTORTION

w

@& HOME AUCTION NEWS ABOUT CONTACT US =

Welcome to the Karakurt hacking team
website. You can browse and download the
files that were leaked. Read our news.
Learn more about us and on how we
operate.

Our lair is divided into 3 stages\rooms\levels call it what you want. The deeper you get the worse is your
situation!

vol.4 Autumn Data Leak Digest

70 70n 55580

D ear visitors, customers & journalists.

Here is 4th volume of our victims that cither stopped negotiations or simply
ignored our welcoming letter:

Jones Studio Inc. - joncss

Architecture /Design

Five Star Praducts, Inc. - five
RI Analytical Laboratorics Inc - ria
Contech TopSystems AG - contech.com - Technology
Petro Serve U roserveusa.com - Energy

eal Estate vol:3 Autumn Data Leak Digest
com - Indutrial

val.2 Autumn Data Leak
Digest

So, as you all ean see our variety of victims is unpredictable. Every company can e

under attack. Some cases will be 5 big as their future consequences because of
ignaring our message. At the moment we have 3 big data leaks that will be posted

separately containing some interesting insight information. P
vol 1 Autumn Data Leak
In the next past we arc going to choase onc of thosc: SPREADSHIRT.COM, Digest

INSUREON.COM or BASSPRO-CABELLAS.COM. You can help us by sending your votes

via contact form. Let us choose their destiny together.

Pleasc, stay tuncd & follow our updates. Qur roller coaster is specding.

w

ALL RIUHTS RESERVED, DESIGNED BY SANDRA BULLOCE
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CYPFER
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e thought for a long time what to write on this page.

W Since you're here - you've got the point by now, right?
You probably think that we are nothing more than another
team of online scammers trying to make money. In part, this is
probably true, but for us the situation looks different. So how
are we different in our opinion? We strongly condemn the low
threshold of knowledge required now to implement attacks on
commercial networks, hacking turns into a routine work,
frameworks have simplified the process to trivial button
presses. For our part, we try to approach our work as
creatively as possible, improving various techniques and
deeply immersing ourselves in the study of products related to
modern information security tools. If you've been the victim of
a hack and data theft, don't be in a rush to blame your security
team, it just wasn't their day. The budgets that you spend on
the purchase of protective equipment and software can only
complicate our work, they can never completely protect you,
but we, for our part, love complex tasks very much.

Now a few words on the case. We do not try to harm your
processes, delete your data, destroy your business, at least
until you yourself give us a reason. We never attack the same
target twice. We always adhere to the agreements we have
concluded. We do not bargain, never bargain, never bargain at
all. The reason is simple - spending considerable time
researching the obtained data, including financial indicators,
we always know how much you are able to pay so that you do
not have to delay salaries or cancel any projects. We know how
long it will take for you. Don't try to deceive us. The final
storage points for your data are disconnected from the
Internet, so you won't be able to localize them and deny us
access to them.

Sofisticated. Evasive. Deep. Persistent.

www.CYPFER.com 30



COLLABORATIVE RESPONSE | Methodology =

Transparent Investigations, Negotiations and Payment Settlement Process
* CYPFER provides Clients a comprehensive upfront engagement plan and only proceed upon direction.
* Upon further analysis of the situation, Ransomware/Threat Actor Group and Client’s situation, we:

* Engage with Threat Actors to discover their demands and investigate what was locked and/or stolen;

Develop negotiations objectives and strategy with Clients, Incident Response Team and Breach Counsel;

Negotiate with the Threat Actors to try and reduce the ransom ask, buy time for recovery;

Manage the exchange and payment settlement process (MSB / KYC / AML / OFAC COMPLIANCE); and

Work to recover the decryption key(s) to unlock encrypted data and to recover, delete and suppress
stolen data

Q

ﬂ 1 THREAT ACTOR 2 THREAT ACTOR 3 COMPLIANCE 4 RECOVERY 5 E
INVESTIGATION COMMS / & RANSOM & RESTORE
NEGOTIATIONS SETTLEMENT?

www.CYPFER.com 32
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LEARNINGS:

 Threat Actors are innovating and changing the rules of engagement

* Increasein “Double Extortions” — Threat Actors exfiltrate data prior to encryption and threaten to
expose the data if ransom is not paid

— Due to increase in exfiltration events, increase in “breaches” requiring notification
— Continued complex data mining & manual review necessary to determine notification obligations
— Failure to notify might equal penalties and further regulatory action

* Risein “Triple Extortions” — DDOS and Repeat Attacks

* Risein Class Action Litigation

* Increasein complexity of Compliance, Regulatory requirements; reduction of notification
timelines

TAKEAWAYS:

* Regularly test and validate backups; ensure Immutable
» Continue to be Cyber-Vigilante; conduct System Audits/Penn Tests / User Training

» HIDE Cyber-Insurance Policy + Incident Response Plan — Keep offline with Advisors
» Policy of Least Permissions; Conduct Data Audits & Security; Segregate Data
» Archive / Deletion of “No Man’s Land” data on Share Drives
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Cyber Incident Reporting

April Gougeon
Fogler, Rubinoff LLP



Mandatory Breach Reporting Under
PIPEDA

« Two main takeaways:

1. Organizations may need to report data
breaches to regulators and individuals in
certain circumstances - organizations must

determine whether they’ve hit the reporting
threshold

2. Organizations need to keep records of all
breaches




When to Report a Breach?
Who to report to?
o Affected individuals
 The Office of the Privacy Commissioner of Canada (OPC)
e Orgs that can help mitigate or reduce risk of harm

e Reporting is “as soon as feasible” - there are certain
notification requirements and reporting forms

When do organizations need to report a data breach?

e When it is “reasonable in the circumstances to believe
that the breach creates a real risk of significant harm to
an individual”

e Known as the “RROSH” standard ﬁ




WHAT IS SIGNIFICANT HARM?

Humiliation

Loss of
professional
opportunities

Financial loss

Damage to
property

Damage to
reputation

Loss of business
opportunities

|dentity theft

Loss of property

Damage to
relationships

Loss of
employment

Negative effects
on credit record

Bodily harm




When is there a REAL RISK of significant harm?



https://www.priv.gc.ca/en/privacy-topics/business-privacy/safeguards-and-breaches/privacy-breaches/respond-to-a-privacy-breach-at-your-business/gd_pb_201810/

Mandatory Breach
Record Keeping Requirements

e All breaches of security safeguards need to be recorded
* OPC can request a copy of breach records

« Offense of up to $100,000 to knowingly contravene a) not

reporting a RROSH breach to the OPC and b) the mandatory record
keeping requirement

e Bill C-27 - AMPs and offence provisions - fines of up to 5% of gross
annual turnover or $25 mil




Takeaways

e Cyber incident- not if but when and how

e Cyber resilience

e Cyber insurance

e Ransomware

e Mandatory breach record-keeping and reporting
e Information security program

e Incident response plan

e As with a privacy management program, don’t
be overwhelmed: start where you are




Recent Fogler Publications on Privacy
and Cyber Law

e 2023 Chambers Guide to Privacy and Data Protection,
Canada Chapter, April 2023

e The Litigation Consequences of Cyber Security
Breaches, April 2023

e Why All Businesses Should Have Privacy Management
Programs, March, 2023

o What's Ahead in 2023 for Privacy and Cyber Security
Law, January 2023



https://www.foglers.com/insights/data-protection-privacy-2023-canada-law-practice/
https://www.foglers.com/insights/data-protection-privacy-2023-canada-law-practice/
https://www.foglers.com/insights/cybersecurity-and-privacy-breaches-prevent-detect-respond/
https://www.foglers.com/insights/cybersecurity-and-privacy-breaches-prevent-detect-respond/
https://www.foglers.com/insights/why-businesses-of-all-sizes-in-canada-should-have-privacy-management-programs-if-not-now-sooner-than-later/
https://www.foglers.com/insights/why-businesses-of-all-sizes-in-canada-should-have-privacy-management-programs-if-not-now-sooner-than-later/
https://www.foglers.com/insights/whats-ahead-in-2023-for-privacy-and-cyber-security-law/
https://www.foglers.com/insights/whats-ahead-in-2023-for-privacy-and-cyber-security-law/

Questions




Thank You

Patrick Bourk Jason Kotler
Independent Consultant CYPFER Corp.
E:patrickbourkO@gmail.com E: Jkotler@CYPER.com

P: 416.302.0886 71 647.497.7916

April Gougeon Bill Hearn
Fogler, Rubinoff, LLP Fogler, Rubinoff, LLP
E: agougeon@foglers.com E: bhearn@foglers.com

P: 416.365.3744

P: 647.632.7893
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